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OptimiDoc Cloud Help Center – HP Embedded Application

OptimiDoc Cloud Embedded Application utilises the HP Workpath platform. As a result, the complete 
deployment across all HP-supported models is handled through the HP Command Centre.

In the following section, you will find information on:

 Supported devices (see page 5)

 Prerequisites (see page 6)

 Installation and Configuration (see page 7)

 Uninstallation (see page 32)

 Release notes for the OptimiDoc Cloud HP Embedded Application1

1. https://optimidoc.atlassian.net/wiki/spaces/ODCH/pages/491536/HP+-+Release+Notes
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1 Functionality overview
OptimiDoc serves the functionality of OptimiDoc Cloud through two HP Workpath applications:

OptimiDoc Authetication OptimiDoc Print&Scan

This application locks the device to prevent 
unauthorised use until the user authenticates 
using a card, PIN, or the user list. All 
authentication is fully processed against the 
OptimiDoc Cloud data centre.

An application providing print and document‑capture 
functionality. Users can authenticate through the 
OptimiDoc Authentication app, any other third‑party 
authentication application, or directly within the application 
using a PIN, user list, or Single Sign‑On.

The accounting service is provided through the oXPD accounting system, and OptimiDoc Cloud must 
be registered using the OptimiDoc HP Accounting Tool.

OptimiDoc Authentication and Print & Scan can be used independently or combined on a single 
device to deliver full functionality.

Functionality overview – 4
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2 HP - Supported Devices
As OptimiDoc Cloud utilises the HP Workpath platform. The list of supported devices for this platform 
is available at the HP webpages: Compatible devices2.

OptimiDoc Cloud is compatible only with devices featuring an 8-inch screen or larger. Furthermore, 
certain models may require additional memory.

2. https://developers.hp.com/workpath/compatible-devices

HP - Supported Devices – 5
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3 HP - Prerequsities
To successfully install the OptimiDoc Cloud embedded application, the following prerequisites must 
be met:

 The device must be connected to the HP Command Centre.

 The latest FutureSmart firmware must be installed on the device.

 The device must have connectivity to the selected OptimiDoc Cloud datacentre.

 The tenant must be enabled in OptimiDoc Cloud.

Partners wishing to install OptimiDoc applications via the HP Command Centre must meet HP’s 
requirements and obtain the necessary access. Installation cannot be performed by OptimiDoc.

HP - Prerequsities – 6
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4 HP - Installation and Configuration
To successfully install OptimiDoc Cloud on HP devices, several steps need to be taken:

 Device configuration (see page 7)

 Installation of the application from the HP Command Centre (see page 9)

 OptimiDoc Authetication configuration (see page 14)

 OptimiDoc Cloud configuration (see page 23)

 Accounting Service configuration (see page 30)

4.1 HP device configuration
All devices need to have HP Workpath enabled and be connected to the HP Command Centre.

Accounting and Capture functionality requires the installation of Root Certificate.

4.1.1 HP Workpath enablement

1. Open the printer's web page and sign in as an administrator.

2. On the Security tab, select General Security in the menu.

3. In HP Workpath platform, select Enable.

4. Select Restart.

4.1.2 Connection to HP Command Centre

1. Go to the device and open the HP Command Centre application.

HP - Installation and Configuration – 7
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2. Select Continue.

3. When the printer prompts you to sign in, follow the on-screen instructions to sign in with your 
phone or computer.

4. Dod2lat na hovno VPN

4.1.3 Installation of the Root Certificate on device

1. Open the OptimiDoc Partner Portal3and download the certificate from InfoHub > OptimiDoc 
Cloud section, OptimiDoc Cloud – CA certificate for HP devices file.

2. Extract the RootCertificate.zip file to some temporary location.

3. Open the printer's web page and sign in as an administrator.

4. On the Security tab, select Certificate Management in the menu.

3. https://partner.optimidoc.com

HP - Installation and Configuration – 8
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5. Scroll to CA Certificates section, choose GoDaddy Root Certificate Authority – G2.pem file and 
click Install.

6. Done.

4.2 HP Workpath applications installation
Once you add the device to the HP Command Centre, you can install two applications.

4.2.1 Add the applications to your portfolio

1. Open the https://www.hpcommandcenter.com/, login and go to Solutions page.

Without the certificate installed, the accounting data and scanned documents will not be delivered to 
OptimiDoc Cloud.

HP - Installation and Configuration – 9
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2. Search for OptimiDoc applications, then add it in the application details by clicking the Add 
button.

HP - Installation and Configuration – 10
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3. Now you have the OptimiDoc applications in your portfolio.

4.2.2 Installation of Applications

1. Go to the Accounts section and assign the device to the selected Account.

2. In Solutions list select requested OptimiDoc application and click Manage.

3. In the Manage Solution window, click Install.

HP - Installation and Configuration – 11
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4. Select the device from the list of available devices and click Next.

HP - Installation and Configuration – 12
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5. Select the installation time and click Install/Update.

6. Click Done.

HP - Installation and Configuration – 13
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7. Repeat the installation process for the second OptimiDocs application.

4.3 OptimiDoc Authetication configuration
If the OptimiDoc Authetication is used, then you need to lock to the device and configure the 
embedded application.

4.3.1 Device locking

1. Open the printer's web page and sign in as an administrator.

2. On the Security tab, select Access Control in the menu.

3. In the section Enable and Configure Sign-In Methods, click Setup in OptimiDoc Authetication 
Sign-In Method.

Card reader support is automatically enabled when the OptimiDoc Authentication app is configured.
OptimiDoc Authetication application supports Elatec, inePro and HP readers.

HP - Installation and Configuration – 14
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4. Check Enable OptimiDocAuthetication and click OK.

5. Scroll to Sign-In and Permission Policies, disable the Device Guest and set OptimiDoc 
Authetication as the default authetication.

6. Click Apply.

If you want certain applications to remain accessible without authentication, enable the Device 
Guest mode and select which applications should stay open.

HP - Installation and Configuration – 15
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4.3.2 OptimiDoc Authetication configuration

Embedded applications can be configured in two ways: centrally via the HP Command Centre or 
manually through the device panel.

4.3.2.1 Configuration via the HP Command Centre

1. Open the https://www.hpcommandcenter.com/, login and go to the selected Accounts page.

HP - Installation and Configuration – 16
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2. In the Solutions section, select OptimiDoc Authentication, then click Manage.

3. In the Manage Solution window, click Configure.

HP - Installation and Configuration – 17
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4. Define the configuration

a. Cloud server - select the requested date centre. List of datacentres is here: Geolocations of 
Datacentres4

b. Identification code - unique tenant’s code available at OptimiDoc Cloud Administration 
Portal.

c. Print all - obsolete functionality for printing from the local spooler of OCN.

4. https://optimidoc.atlassian.net/wiki/spaces/ODCH/pages/426036/Geolocations+of+Datacentres
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5. Click Next.

6. Select target devices and click Next.

HP - Installation and Configuration – 19
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7. Schedule the configuration time or configure now and click Configure.

8. Done.

HP - Installation and Configuration – 20
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4.3.2.2 Manual configuration through the device panel

1. Go to the device panel.

2. Click Sign In.

3. Click the Settings icon on the OptimiDoc Authetication screen.

Once the configuration has been applied from the HP Command Centre, manual configuration on the 
device is no longer possible.

Once the application has been installed and configured, it must be enabled in the OptimiDoc Cloud 
Portal under the Devices section.

HP - Installation and Configuration – 21
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4. Enter the admin password (the default admin password is admin) and click OK.

HP - Installation and Configuration – 22
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5. Enter the configuration:

a. Cloud server - select the requested date centre. List of datacentres is here: Geolocations of 
Datacentres5

b. Identification code - unique tenant’s code available at OptimiDoc Cloud Administration 
Portal.

c. Print all - obsolete functionality for printing from the local spooler of OCN.

d. Admin password - password to enter the OptimiDoc Authetication app settings.

Add a valid screenshot of the app

6. Click SAVE.

4.4 OptimiDoc Cloud configuration
OpitmiDoc Cloud embedded application can be configured in two ways: centrally via the HP Command 
Centre or manually through the device panel.

4.4.1 Configuration via the HP Command Centre

1. Open the https://www.hpcommandcenter.com/, login and go to the selected Accounts page.

Once the application has been installed and configured, it must be enabled in the OptimiDoc Cloud 
Portal under the Devices section.

5. https://optimidoc.atlassian.net/wiki/spaces/ODCH/pages/426036/Geolocations+of+Datacentres
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2. In the Solutions section, select OptimiDoc Cloud, then click Manage.

3. In the Manage Solution window, click Configure.

HP - Installation and Configuration – 24
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4. Define the configuration

a. Cloud server - select the requested data centre. List of datacentres is here: Geolocations of 
Datacentres6

b. Identification code - unique tenant’s code available at OptimiDoc Cloud Administration 
Portal.

c. Authentication method - the way in which users are going to authenticate to the device

i. PIN - users enter their personal PIN to access their print and scan interface.

ii. User list - users select their account from a list of available user profiles.

iii. Single sign on - choose the Single Sign‑On option when you want the device to obtain 
user information from a third‑party authentication application or from OptimiDoc 
Cloud Authentication. When the application starts, the OptimiDoc Cloud app receives 
the user login provided by the device. The login is then matched against the Single 
Sign‑On field stored in the OptimiDoc Cloud user database.

d. Cloud Node - obsolete functionality for printing from the local spooler of OCN.

e. Hide print settings – The HP Workpath SDK currently cannot modify print settings on the 
device panel for PCL and PS print jobs. It is recommended to enable this option whenever 

6. https://optimidoc.atlassian.net/wiki/spaces/ODCH/pages/426036/Geolocations+of+Datacentres
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users print using these languages. When this option is enabled, users no longer see the 
finishing options on the device panel during document release, helping to avoid confusion.

5. Click Next.

6. Select target devices and click Next.

HP - Installation and Configuration – 26
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7. Schedule the configuration time or configure now and click Configure.

8. Done.

HP - Installation and Configuration – 27
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4.4.2 Manual configuration through the device panel

1. Go to the device panel.

2. Open OptimiDoc application.

3. Click the Settings icon on the OptimiDoc app screen.

Once the configuration has been applied from the HP Command Centre, manual configuration on the 
device is no longer possible.

Once the application has been installed and configured, it must be enabled in the OptimiDoc Cloud 
Portal under the Devices section. This step is required if it was not already completed during the 
installation of the OptimiDoc Authentication application.

HP - Installation and Configuration – 28
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4. Enter the admin password (the default admin password is admin) and click OK.

5. Enter the configuration:

a. Cloud server - select the requested data centre. List of datacentres is here: Geolocations of 
Datacentres7

b. Identification code - unique tenant’s code available at OptimiDoc Cloud Administration 
Portal.

c. Authentication method - the way in which users are going to authenticate to the device

i. PIN - users enter their personal PIN to access their print and scan interface.

ii. User list - users select their account from a list of available user profiles.

iii. Single sign on - choose the Single Sign‑On option when you want the device to obtain 
user information from a third‑party authentication application or from OptimiDoc 
Cloud Authentication. When the application starts, the OptimiDoc Cloud app receives 
the user login provided by the device. The login is then matched against the Single 
Sign‑On field stored in the OptimiDoc Cloud user database.

d. Cloud Node - obsolete functionality for printing from the local spooler of OCN.

e. Hide print settings – The HP Workpath SDK currently cannot modify print settings on the 
device panel for PCL and PS print jobs. It is recommended to enable this option whenever 
users print using these languages. When this option is enabled, users no longer see the 
finishing options on the device panel during document release, helping to avoid confusion.

7. https://optimidoc.atlassian.net/wiki/spaces/ODCH/pages/426036/Geolocations+of+Datacentres
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Add a valid screenshot of the app

6. Click SAVE.

4.5 Accounting service configuration
This tool is required for collecting accounting data from HP devices and sending it to OptimiDoc 
Cloud. If an HP device is not registered through this tool, accounting data will not be transferred to 
OptimiDoc Cloud.

4.5.1 Registration of accounting service

1. Download OptimiDoc HP Accounting Tool from OptimiDoc Partner Portal.

2. Start the application.

3. Enter the device IP address, tenant Identification Code, and select the datacentre.

Once the application has been installed and configured, it must be enabled in the OptimiDoc Cloud 
Portal under the Devices section.

Before registering an HP device for accounting data delivery to OptimiDoc Cloud, please ensure that:

1. The OptimiDoc Cloud applications have been installed on the HP device and paired with 
OptimiDoc Cloud using the Identification Code (available in the OptimiDoc Cloud web interface 
– Dashboard).

2. The HP device has been activated and enabled in the OptimiDoc Cloud Portal (OptimiDoc Cloud 
web → Devices).

HP - Installation and Configuration – 30
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4. Click Register.

5. Done.

The OptimiDoc Authentication application must be used for user authentication to ensure complete 
accounting information for print, copy, and scan operations.

HP - Installation and Configuration – 31
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5 HP Embedded applications uninstallation
To uninstall the OptimiDoc applications successfully, use the HP Command Centre. If the accounting 
service is used, unregister it through the OptimiDoc HP Accounting Tool.

5.1 HP Command Centre uninstallation

1. Open the https://www.hpcommandcenter.com/, login and go to the selected Accounts page.

2. In the Solutions section, select OptimiDoc Authentication, then click Manage.

3. In the Manage Solution window, click Uninstall.

HP Embedded applications uninstallation – 32
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4. Select the target devices and click Next.

5. needs to be done

5.2 Accounting service unregistration

1. Download OptimiDoc HP Accounting Tool from the OptimiDoc Partner Portal.

2. Start the application.

3. Enter the device IP address, device Admin password, and select the datacentre.

HP Embedded applications uninstallation – 33
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4. Click Unregister.

5. Done.

The OptimiDoc Authentication application must be used for user authentication to ensure complete 
accounting information for print, copy, and scan operations.

HP Embedded applications uninstallation – 34
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